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ABSTRACT

The use of short decryption exponent to mount an attack on RSA cryp-
tosystem was first reported that the RSA modulus N = pq is inse-
cure if the private key d < 1

3
N0.25. The private key d can be re-

covered from the convergents of the continued fraction expansion of
e
N

which led to the factorization of N in polynomial time. Suppose

N1 = N − d[ a
j
i +b

j
i

(2ab)
j
2i

+ a
1
j +b

1
j

(2ab)
1
2j

]
√
Ne + 1 where a, b, i, j are small positive

integers less than logN . In this paper, we present a new improved attack
on RSA which is an extension of the recent bound of d < 2

√
2
(
N
e

) 1
2 N0.25

that shows that the RSA modulus N = pq can be easily recovered if the

short decryption exponent d <
√

aj+bi

2

(
N
e

) 1
2 N0.375. Thus, from the

convergents of the continued fraction of e
N1

, the private key d can be
recovered hence lead to the factorization of N in polynomial time.

Keywords: RSA, cryptanalysis, key equation, decryption, continued
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1. Introduction

The RSA public-key cryptosystem is the most widely used public-key cryp-
tosystem today invented by Rivest et al. (1978). The RSA key setup involves
randomly selecting two large prime numbers p, q whose product N = pq is
termed as the RSA modulus. Then, we generate two integers e, d satisfying
ed ≡ 1 (mod φ(N)) where φ(N) = (p− 1)(q − 1) is the Euler totient function
of N . Hence, we have (e,N) as the public key pair that can be used in en-
crypting message and (d, p, q) as the private key tuple used in decrypting the
ciphertext.

The security of RSA cryptosystem relies on the difficulty of solving the in-
teger factorization problem (i.e. finding the prime factors of N). It is therefore
recommended that for the RSA users to generates primes p and q in such a
way that the problem of factoring N = pq is computationally infeasible for an
adversary to factor such modulus N (Rahman et al., 2018). Choosing p and q
as strong primes has been recommended as a way of maximizing the difficulty
of factoring RSA modulus N (Ghafar et al., 2018).

The main reason of using the short decryption exponent is to speed up
the decryption process and reduce the decryption time. Wiener Wiener (1990)
was the first to carryout an attack on RSA modulus N = pq using continued
fraction technique. As a result, the short decryption exponent d is insecure
if d < 1

3N
0.25. Recently, by using another proving technique, Asbullah and

Ariffin (2019) proposed an extension of Wiener’s work which RSA insecure
when the secret exponent d < 1

2N
0.25.

Our paper was motivated from the earlier work of a good approxima-
tion of φ(N) methodology in Asbullah and Ariffin (2015). We were also in-
spired by the improved method in Bunder and Tonien (2017) which showed
that the RSA modulus N = pq is insecure if the short decryption expo-
nent d < 2

√
2
(
N
e

) 1
2 N0.25. Bunder and Tonien (2017) used the continued

fraction technique to recover d from the convergents of continued fraction of
e

N−(1+ 3
2
√

2
)N

1
2 +1

. Suppose N1 < N −
⌈(

a
j
i +b

j
i

(ab)
j
2i

+ (a+b)
1
j

(ab)
1
2j

)√
N

⌉
+ 1 where

a, b , i and j are small positive integers less than logN . In this paper, we
present a new improved attack on RSA which is an extension of the recent
bound of d < 2

√
2
(
N
e

) 1
2 N0.25 that shows that the RSA modulus N = pq can

be easily recovered if the short decryption exponent d <
√

aj+bi

2

(
N
e

) 1
2 N0.375.

Thus, from the convergents of the continued fraction of e
N1

, the private key d
can be recovered hence lead to the factorization of N in polynomial time.
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The rest of the paper is organize as follows. Section 2 provides definitions
and useful theorems that are needed in our work. Section 3 reports and proves
useful lemmas and theorem to support our claims. We give an experiment
result to show how the attack was efficiently carryout in Section 4. Finally, we
conclude the paper in Section 5.

2. Preliminaries

In this section, we state the definition of continued fraction and useful
theorems that form the basis for this paper. These include the result from
Wiener (1990) and Bunder and Tonien (2017).

Definition 2.1. (Continued Fraction) The continued fraction of a real number
x is an expression of the form

x = a0 +
1

a1 +
1

...+ 1

an+

...

= [a0, a1, . . . , an, . . .],

This expression is often used in the form of x = [a0, a1, a2....]. Any rational
number a

b can be expressed as a finite continued fraction x = [a0, a1, a2....am].
For i ≥ 0, we define the ith convergent of the continued fraction [a0, a1, a2, ...]
to be [a0, a1, a2, ..., ai]. Each convergent is a rational number.

Note that, the continued fraction technique also widely used for algebraic
cryptanalysis such as in Asbullah and Ariffin (2014, 2016) and Abubakar et al.
(2018). An important result on continued fractions that will be used is the
following theorem.

Theorem 2.1. (Legendre) Asbullah et al. (2016) Let x = [a0, a1, a2, . . .] be
the continued fraction expansion of x. If y and z are coprime integers such that∣∣∣∣∣x− y

z

∣∣∣∣∣ < 1

2z2

then y
z is a convergent of x.

Theorem 2.2. (Wiener’s Theorem Wiener (1990)) Let N = pq be an RSA
modulus with q < p < 2q. Let e < φ(N) be a public exponent and d be the cor-
responding private exponent. If d < 1

3N
1
4 , then one can factor N in polynomial

time.
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Theorem 2.3. (Bunder and Tonien (2017)) Let N = pq be an RSA modulus
with q < p < 2q. Let e < φ(N) be a public exponent and the relation ed −
kφ(N) = 1 be satisfied where k ∈ Z. If d < 2

√
2
(
N
e

) 1
2 N0.25, then k

d is
a convergent of e

N−(1+ 3
2
√

2
)N

1
2 +1

.Thus the secret information p, q, d, k can be

recovered from the public information (e,N) where φ(N) = ed−1
k .

3. Main Results

In this section, we present a new cryptanalytic result via φ(N) approxi-

mation given by N −

⌈(
a

j
i +b

j
i

(2ab)
j
2i

+ a
1
j +b

1
j

(2ab)
1
2j

)
√
N

⌉
+ 1. This approximation of

φ(N) enables us to extend the bound of susceptible decryption exponent given

by d <
√

aj+bi

2 (Ne )
1
2N0.375. In this section, we also prove two lemmas and

a theorem that are used to carryout our attack on RSA modulus N = pq as
follows.

Lemma 3.1. If a and b are positive integers less than logN and p and q
are prime numbers such that a > b and apj − bqj 6= 0 and N = pq, then

φ(N)<N−
⌈

(a+b)
1
j

(ab)
1
2j

√
N

⌉
+1 for 2 < i < j.

Proof. Let (apj − bqj)(bpj − aqj) > 0, then we get

abp2j − a2pjqj − b2pjqj + abq2j > 0

ab(p2j + q2j) > (a2 + b2)pjqj

Adding 2abpjqj to both sides we have:

ab(p2j + 2pjqj + q2j) > (a2 + 2ab+ b2)pjqj

(pj + qj)2 >
(a+ b)2pjqj

ab

pj + qj >
(a+ b)(pjqj)

1
2

√
ab

Since (p+ q)j > pj + qj , then

p+ q >
(a+ b)

1
j

(ab)
1
2j

√
N
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Then φ(N) < N −

⌈
(a+b)

1
j

(ab)
1
2j

√
N

⌉
+ 1

Lemma 3.2. If a and b are small positive integers and p and q are prime
numbers such that ajpi − bjqi 6= 0 and N = pq is RSA modulus satisfying the

condition e < φ(N), then φ(N) > N −
⌈

(a+b)
j
i

(ab)
j
2i

√
N

⌉
+ 1, for 2 < i < j and

a > b.

Proof. Let (ajpi − bjqi)(bjpi − ajqi) < 0, then we get

ajbjp2i − a2jpiqi − b2jpiqi + ajbjq2i < 0

ajbj(p2i + q2i) < (a2j + b2j)piqi

Adding 2ajbjpiqi to both sides we have

ajbj(pi + qi)2 < (aj + bj)2piqi

(pi + qi)2 <
(aj + bj)2

ajbj
N i

pi + qi <
aj + bj

(ab)
j
2

N
i
2

Since pi + qi < (p+ q)i, then

p+ q <
(a+ b)

j
i

(ab)
j
2i

√
N

φ(N) > N −
⌈

(a+b)
j
i

(ab)
j
2i

√
N

⌉
+ 1

Theorem 3.1. Let p and q be distinct prime numbers and let N = pq be
RSA modulus where (N, e) are public key pair with condition e < φ(N). If d <√

aj+bi

2 (Ne )
1
2N0.375 and N1 < N−

⌈(
a

j
i +b

j
i

(2ab)
j
2i

+ a
1
j +b

1
j

(2ab)
1
2j

)
√
N

⌉
+1, for 2 < j < i

then one of the convergents k
d can be found from continued fraction expansion

of e
N1

which leads to the factorization of RSA modulus N in polynomial time.

Proof. From Lemmas 3.1 and 3.2, let:

φ1 = N −

⌈
(a+ b)

j
i

(ab)
j
2i

√
N

⌉
+ 1
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φ2 = N −

 (a+ b)
1
j

(ab)
1
2j

√
N

+ 1

Let N1 be the midpoint of interval of [φ1, φ2]. Then:

N1 =
1

2
[φ1 + φ2]

= N −


 (a+ b)

j
i

(2ab)
j
2i

+
(a+ b)

1
j

(2ab)
1
2j

√N
+ 1

< N −

⌈(
a

j
i + b

j
i

(2ab)
j
2i

+
a

1
j + b

1
j

(2ab)
1
2j

)
√
N

⌉
+ 1

Also let:
N2 = (φ2 − φ1)

= N − (a+ b)
1
j

(ab)
1
2j

√
N + 1− (N − (a+ b)

j
i

(ab)
j
2i

√
N + 1)

=

(
(a+ b)

j
i

(ab)
j
2i

− (a+ b)
1
j

(ab)
1
2j

)
√
N

Taking |φ(N)−N1| < 2
3 (N2), then we have:

|φ(N)−N1| <
2

3
(φ2 − φ1)

Using the RSA key equation ed = 1 + kφ(N), for some k ∈ Z, it gives:

ed− kφ(N) = 1

| e

φ(N)
− k

d
| = 1

dφ(N)

Taking N1 to be an approximation of φ(N) yields:∣∣∣∣ eN1
− k

d

∣∣∣∣ = ∣∣∣∣ eN1
− e

φ(N)
+

e

φ(N)
− k

d

∣∣∣∣
=

∣∣∣∣ eN1
− e

φ(N)

∣∣∣∣+ ∣∣∣∣ e

φ(N)
− k

d

∣∣∣∣
≤ |eφ(N)− eN1|

N1φ(N)
+
ed− kφ(N)

dφ(N)

≤ e |(φ(N)−N1)|
N1φ(N)

+
1

dφ(N)
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− k

d

∣∣∣∣ < e
|(φ(N)−N1)|
N1φ(N)

+
1

dφ(N)
(1)

But e < φ(N), |φ(N) − N1| < 2
3 (φ2 − φ1) and d = 1+kφ(N)

e . Plugging these
conditions into inequality (1) yields:∣∣∣∣ eN1

− k

d

∣∣∣∣ < e
2(φ2 − φ1)
3φ(N)N1

+
e

φ(N)(1 + kφ(N))

< e
2(φ2 − φ1)
3φ2(N)

+
e

φ2(N)

<
2(φ2 − φ1) + 3

3φ(N)

Also, taking
2

(
(a+b)

j
i

(ab)
j
2i

− (a+b)
1
j

(ab)
1
2j

)
+3

3φ(N) < e

N
7
4 (aj+bi)

and applying continued fraction

theorem gives:
e

N
7
4 (aj + bi)

<
1

2d2

e

N
7
4 (aj + bi)

<
1

2d2

d <

√
aj + bi

2

(
N

e

) 1
2

N0.375

Our new bound d <
√

aj+bi

2

(
N
e

) 1
2 N0.375 is an improvement on the work

of Bunder and Tonien (2017) whose bound is d < 2
√
2
(
N
e

) 1
2 N0.25.

Table 1: Comparison of the bounds on d for RSA modulo N = pq

Author(s) Bounds for d
Wiener (1990) d < 1

3N
0.25

De Weger (2002) d < N
3
4

|p−q|

Nitaj (2013) d <

√
6
√
2

6 N0.25

Bunder and Tonien (2017) d < 2
√
2
(
N
e

) 1
2 N0.25

Our result d <
√

aj+bi

2

(
N
e

) 1
2 N0.375

From Table(1) one can observe that our bound d <
√

aj+bi

2

(
N
e

) 1
2 N0.375 is

consider to be greater than the aforementioned bounds.

Malaysian Journal of Mathematical Sciences 95



Abubakar, S. I., Ariffin, M. R. K. & Asbullah, M. A.

4. Numerical Result

In this section, we give a numerical example to illustrates how the attack
works.

Table 2: Algorithm for factoring N = pq based on Theorem 3.1

INPUT: The tuple (N, e) and the value a, b, i, j satisfying Theorem 3.1
OUTPUT: The prime factors p and q.

1. Compute N1 < N −
⌈(

a
j
i +b

j
i

(ab)
j
2i

+ (a+b)
1
j

(ab)
1
2j

)√
N

⌉
+ 1 .

2. Compute the continued fraction of e
N1

.
3. For each convergent k

d of e
N1

compute N ′ = ed−1
k .

4. Compute N −N ′ + 1.
5. Solve the quadratic equation X2 − (N −N ′ + 1)X +N .
6. Output the roots of the equation as p and q.

Example 4.1. In what follows, we give a numerical example to show how the
attack works.

Let N = 52656537571859967100455517884021967255556424524325

001756313911797257143282423

e = 43128896193311958154963010340268061668867822037235

473532474313097259837943969

where a = 3, b = 2, j = 4, i = 3 and taken continued fraction expansion of
e

N−


 a

j
i +b

j
i

(2ab)
j
2i

+ a
1
j +b

1
j

(2ab)
1
2j

√N
+1

we get the following:

[0, 1, 4, 1, 1, 8, 1, 6, 12, 9, 2, 1, 9, 3, 1, 1, 8, 4, 5, 1, 6, 1, 1, 4, 2, 1, 1, 8, 3, 1, 13,

2, 3, 1, 6, 7, 3, 2, 1, 2, 2, 2, 4, 6, 2, 4, 3, 3, 13, 9, 2, 2, 2, 2, 1, 5, 12, 1, 758,

2, 60, 6, 2, 1, 1, 1, 2, 4, 1, 3, 1, 3, 7, 2, 123, 9, 1, 1, 3, 1, 4, 2, 2, 26, 5, 9, 2, 1, 2,

1, 3, 1, 2, 1, 1, 1, 2, 1, 28, 4, 22, 1, 7, 4, 2, 2, 2, 2, 2, 2, 1, 2, 9, 3, 137, 1, 2, 1, 2,

2, 1, 17, 9, 1, 6, 2, 1, 14, 2, 1, 2, 2, 3, 7, 1, 9, 2, 1, 3, 1, 1, 1, 4, 1, 3, 1, 23]

Also taking the convergents of continued fraction expansion of
e

N−


 a

j
i +b

j
i

(2ab)
j
2i

+ a
1
j +b

1
j

(2ab)
1
2j

√N
+1

yields the following:

[0, 1,
4

5
,
5

6
, · · · , 16518333807348465121

20167413069246359606
,
40004797970066937235

48842292135734192929
, · · · , ]
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Taking k
d = 40004797970066937235

48842292135734192929 and computing φ(N) = ed−1
k

φ(N) = 52656537571859967100455517884021967255088402895347

714789700733955831043328320

N − φ(N) + 1 = 468021628977286966613177841426099954104

Finally, solving the quadratic equation for x below

x2 − (N − φ(N) + 1)x+N = 0

will lead to the factorization of N in polynomial time.

x1 = p = 279885902780420619755064053216198237143

x2 = q = 188135726196866346858113788209901716961

The example given above shows that the convergent k
d can be found from

continued fraction expansion of e
N1

which enables us to find prime factors p and
q of RSA modulus N . Also our result shows that the short decryption exponent
found is greater than the Bunder’s (2017) bound of d < 2

√
2(Ne )

1
2N0.25, that

is 2
√
2(Ne )

1
2N0.25 < d <

√
aj+bj

2 (Ne )
1
2N0.375, that is

4.73423755019 < 48842292135734192929 < 4.536881742× 1029.

5. Conclusion

In this paper, it has been established that a new improved attack on Wiener
(1990), Nitaj (2013) bound was carryout successfully which is also an extension
of Bunder and Tonien (2017) result. The paper uses continued fraction method
to recover the private exponent d from the convergents of the continued fraction
of e

N−
⌈(

a
j
i +b

j
i

(ab)
j
2i

+
(a+b)

1
j

(ab)
1
2j

)
√
N

⌉
+1

. This would not have been possible if we were

forced to use the continued fraction expansion to obtained k
d as suggested by

Wiener (1990), Nitaj (2013) and Bunder and Tonien (2017), thus this indicates
that our usage of e

N1
is significant.
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